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About Virtustream
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A Dell Technologies Company

« 2,000+ employees

20+ data centers

« Major operations in 10 countries

* One of the fastest growing EMC companies

Technology Leadership

« |IP Leader in cloud enterprise app assurance and
Pivotal vmware virtustreom =~ EMC II secu rlty

* Inventor of the yWVM™ cloud technology

« Developer of xStream® Management Software
i « Operator of leading enterprise-class cloud laaS

VI rtUStream® * One of the world’s largest storage platforms
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The shift in cloud adoption
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Phase 2: Management of Cloud Environments

Inmal Cloud Eng _ Cloud Computi
puting Revenue
F Infras illi
ocusad on NS e 25% CAGR 2014-2019 [ Idtituhth

CUSTOMERS
Developers, SMBs

PHASE TRANSITION

WORKLOADS FOCUS
Test & Development Investments, product intros e Traction with
Project Based . & new deals point to: Management Products
Public Clouds Dominate * |ncrease in private activity & Vertical Offerings
leading to comfort
with public cloud. CUSTOMERS
* Higher-end data, Enterprise Adoption usage
$12.1 billion . ki
Shift up the stack WORKLOADS
Product & Mission-Critical
“Focus shifting to Private/
Phase 1: On-Demand Infrastructure Hybrid Clouds”
2014 2015 2016

Source: 451 Research Cloud Computing Market Overview, May 2015
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Key Priorities
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Application Transformation
Cloud-enable traditional apps; provide platform for cloud-native

Operational Automation
Bring cloud automation and agility to enterprise apps & ops

Infrastructure Modernization
Platform to assure efficiency, resiliency, performance & agility
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A changing conversation
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R
st o | 721"
S Do e | 5" Do/

Sef-Service | 12207 Services

Supply Utility _ Deliver Business Value
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Built for the Enterprise
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Virtustream Managed Services

xStream App Director

Viewtrust xStream Cloud Management Suite

EHC/vRA Virtustream Virtustream Virtustream
Private Cloud Federal Cloud Enterprise Cloud Storage Cloud

xStream-powered
SP Ecosystem

<4— On Premises —»> <« Off Premises

P¥ ASUMMI TEaW I W
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Virtustream Enterprise Cloud
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XStream®

powered cloud

Built for Mission-Critical Systems of Record

» Designed and tuned for mission-critical, I/O-intensive apps

» SLAs for application performance

* Planning and migration services

* Full suite of managed services including application ;
expertise o

» Also available for government organizations -

Flexible, hybrid deployments

» Virtual private or public architecture

* Federate with on-premises private clouds
& global footprint of xStream-powered service provider
clouds

xStream-powered Cloud
» Greater efficiency & automation
« Consumption-based pricing
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MVM: The cloud kilowatt
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Assurance, Economics & Optimization
« Consumption-based billing

« Usage analytics

 Intelligent workload placement

» Proactive infrastructure optimization

« SLAs for application performance
 Fewer hosts, better utilization

1 yVM:
200MHz CPU, 768Mb RAM, 40 IOPs, 2Mb/s Bandwidth
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Processor
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Processor

Memory
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Processor

Memory
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Processor

[ e o e e e e

Memory
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xStream App Director module
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Cloud Agility, Automation & Optimization for Enterprise Applications

xStream yVM engine provides workload
optimization, application performance assurance and I
utilization analytics

Automated operations simplify application
deployment in less time, with less cost

In-life application automation for continual

maintenance and management of complex
applications, including in-depth reporting & monitoring

Customizable alerting and self-healing for

systems

SAP automation module available Q2: Oracle &
Epic to follow in H2
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Sample App Director automation benefits: SAP
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Kernel patch automation Orchestration of the entire kernel change 85% reduction in time and labor
rocess
P 95% reduction in human error

SAP patching and pre- and  Simplifies system prep process for patching 85% acceleration in pre- and post-
post-upgrade automation and upgrade, along with post-system technical processing
processing (SGEN) and system notifications

On-demand and custom Complete customizable health checks for your By )L /A e N P e
health check and validation  system landscapes
checklist automation

Security automation for User locks, system log and audit details, risk Time savings varies by user
frequent tasks assessment information, SAP Portal Hotfix

summary, license details
Complete root cause Quickly view where systems exceed best Time savings varies by user
analysis and dashboard practice thresholds

overview automation
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Managed Services
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Maximize Performance, Reduce Complexity & Leverage Best-In-Class Expertise

Complete On-Premises Managed Services
« Storage as a Service

* Backup & Recovery Services

*  Private and Hybrid Clouds

Comprehensive Solutions

* |TIL-based operational standards

* Performance underpinned by service-level guarantees

« Alert management with performance & capacity reporting
*  Flexible consumption-based models

»  Seamless coverage through global delivery network

»  Collaborative governance model

BOEING is a trademark of Boeing Management Company

OBAL PRO DA Copyright © 2016 Boeing. All rights reserved.
TEROPE LT Copyright © 2014 Northrop Grumman Corporation. All rights reserved.
U M | GPDIS_2016.ppt | 16

-
£+ ELYSIUM m NoRTHROP GRUMPMAN QL woEINE ’?’ W

ng



Virtustream & SAP
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Deep SAP Expertise

Comprehensive Certifications

Unparalleled Expertise & Assurance

~200 SAP clients running production SAP

First Production SAP Customer in a Multi-tenant Cloud
First Production SAP ECC Running on HANA in the Cloud
~500 SAP HANA Instance Migrations to date

Complete SAP Portfolio Coverage, Including ERP, CRM,
Analytics, Landscape Virtualization Manager (LVM),
Virtual Appliance Factory, HANA & Business One in the Cloud

One of only five global HEC premium suppliers
SAP Certified for Hosting Services

SAP Certified for HANA Operations

SAP Certified for Cloud Services

£ ELYSIUM
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Summary: Enterprise-class cloud
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Better App Performance Greater Agility & Efficiency Higher Security
Tuned for mission-critical apps Blueprint-based app deployment Comprehensive platform security
Run enterprise apps up to 2x faster Lifecycle Application Automation 360-degree risk view
SLAs for application performance Deeper insight into utilization Continuous compliance monitoring
< Superior Economics —>

Pay for what you use
Lower your infrastructure costs by 30% or more
Application automation drives substantial labor efficiencies
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Cloud security: defense in depth
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Chip-to-Compliance laaS Security Architecture

« RBAC & multi-factor authentication
 Dedicated VLANs and security zones

* Encryption at rest, in use and in motion
« Secure, dedicated connectivity options
« Silicon-level system integrity attestation

« Geo-fencing & geo-tagging

« Continuous logging & compliance
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Compliance
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« |SO 27000:2013 & Shared Assessments

g(f' . SSAE16, ISAE3402, SOC2

« FISMA
 FedRAMP

FismA %HIPAA .« PCI3.0
Gl . HIPAA/HITECH

* Cloud Security Alliance STAR
moa ST . ITAR/EAR
CIA e o . NIST 800-53 (US Government)

cloud security Standards and Technology
alliances U.S. Department of Commerce
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Challenge 1: Risk Management
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Your CEO asks you...“What is my risk posture today and are
we managing risk properly?”

 What is the impact of latest threats on our overall risk posture?
« What is the impact on the enterprise mission risk?

* Which enterprise divisions and systems will be affected?
 Where are those systems and associated assets located?

« Can we build a prioritized list of assets for mitigation actions?

Can you quickly answer this question today without a major staff effort?
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Challenge 2: Compliance
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Achieving and maintaining regulatory and industry
compliance

 How can | prepare my audit package with minimal resources?

« How can all stake holders collaborate to achieve compliance?

« Can | reduce the cost of annual audits?

« Can | reduce the cost of maintaining compliance across
multiple regulations?

« Can you get the status of on-going compliance across the
Enterprise Information Systems on-demand?

FistA G2 Wl D
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Challenge 3: Automated Continuous Monitoring
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The only constant is change!!

Enterprise environment is constantly changing

Threats to the environment are constantly evolving

Enterprise is subject to new industry or government regulations
Information sources are constantly being added and data challenges

are ever expanding
« Data types could be structured or unstructured
« Data ingest could be centralized or distributed due to distributed data sources
* Frequency of data capture, size of each data stream and data persistency
accumulates multi-GB, TB or even PB data sets
« Data processing on large data set requires horizontal scalability

Can you continuously monitor and trend the risk posture management over time?
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The challenge in a nutshell
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The challenge for CEO/CIO/CISO/CRO/CTO/Ops:

Need a proactive view of risks across my cloud and non-cloud assets
due to Cyber, Compliance and IT Operations on a continuous and
automated basis.

 How do | view security and compliance risk across all my IT
assets within an enterprise, cloud or across a hybrid
environment on a single pane of glass?

 How do | reduce the cost and complexity of managing a variety
of Compliance Regulations with shrinking budgets?

* How do | become proactive rather than reactive in dealing with
enterprise and mission risks?

* How do | perform continuous monitoring of risk with an ever-
increasing volume of data?

 How do | create a singular 360°operational view of enterprise
risk and prioritize my mitigations?
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Continuous Enterprise Risk & Compliance

Monitoring

Global Product Data Interoperability Summit | 2016

Viewtrust provides continuous monitoring of risks across
enterprise cloud and non-cloud environments to proactively
address risks due to Cyber, Compliance, and IT Operations.

Enterprise Risk Management
< \

IT Operational

Cyber Risk Risk

-
VIEWTRUST

=

All Federal Systems have to have FISMA/FedRAMP compliance with
implementation of NIST Risk Management Framework (RMF)
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Enterprise Priorities
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Based on our customer feedback in 2015-2017, cloud
security, mobile, data protection, privacy and regulatory compliance
will be top priorities across every industry as businesses look to:

* Manage IT and operational risks proactively rather than reactively

« Manage enterprise and cyber risk with a central authoritative system that
integrates with their existing point security solution

* Perform continuous monitoring of risk with ever demanding system
volumes, data and mobile/portable technology (BYOD) and applications

* Reduce the cost and complexity of managing and reporting variety of
compliance regulations with shrinking budgets

» Eliminate costly non-compliance costs and audit disruptions
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Why proactive risk based approach?
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Prevention is better than cure

89% of the security compromises can be avoided - Online Trust
Alliance (OTA) analysis of international incidents

97% of data breaches are preventable — Verizon Risk Survey

Focus on what is important to business - Symantec/NCSA Study

« Nearly two-thirds of the businesses affected are out of business
within 6 months and Cyber-attacks cost companies an average of
$188,242 each incident.

Quantitative risk analysis is better for data analysis and trending

The risk analysis has to be holistic and continuous Vs. Snap-shot in
time
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Evolution of Security and Compliance Solutions
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Enterprise Risk

A Management « Managing security against threats
started with tools — Anti-Virus,
z Cgrg@;%ﬁ:rfggk Firewalls, IDS’s, SIEMs, etc..
E,) Compliance Monitoring  Industry regulations (FISMA,
= SOX, etc.) implemented to start
= managing security by compliance
>
N Today, with constant attacks
Yy . on networks and data

1995 2000 2005 2010 2015 201617 enterprises must evolve to
manage security by Risk and
do it continuously!
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Using NIST Risk Management Framework
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RISK EXECUTIVE FUNCTION

Organization-wide Risk Governance and
Oversight

Continuous Monitoring with A A
Automated Tools and Human Inputs Authorization PaCkage

Security Plan of Action
Assessment
and

Security
I[P Milestones

Plan

- =l @ INFORMATION
- . el SYSTEM
- (RMF)
' CATEGORIZE 1 \ 4
Information System
MONITOR SELECT Security
Security Controls Controls
AUTHORIZE IMPLEMENT Security
Information System Controls
ASSESS

Security Controls
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Addressing regulated and non-regulated markets
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Cyber Risk | Compliance Risk | IT & Operational Risk ’

- Federal | Financial | Healthcare Energy m
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Automated risk and compliance management
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IT Operational
Risk

* Provides a unified view of enterprise
risk on a single dashboard

» Automates Compliance and Risk
management for private or hybrid
clouds

* Provides continuous analysis of risk
with heat maps for proactive view

» Collaborative and workflow driven
platform for compliance automation
and documentation

Siempied
(343) Aaypqese™™

o
(Vig) sishieuy V2

Governance

« Scales with Big Data analysis and
analytics engine

* Provides mission risk view to address
what is critical to the business
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Operational deployment model
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Quantitative Risk &

Reference IA
Compliance Analysis

Controls

O

r :\ Framework
"‘

S
e

..... <>

s S . Enterprise
Risk and
Compliance
Reporting

Assets

Sensors

» Tiered deployment of collectors in Hybrid environments “' ===
« Centralized or distributed analysis Unified Dashboard
* Cube-based analytics with SQL or NoSQL data warehouse.
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Content sources, formats and ingest options
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Scoring
CVE CCE STIG IAVM
NIST SCAP DoD SCAP Proprietary Ingestion CMaas

Mgmt

Vendor
Big Data
Manual
Hardware
Software
Config

SIEM

Automatic

ARF ASR ARF ASR XML CSV Syslog Other
ACAS -
ArcSight -
BDNA -
Computer Associates
DbProtect

eEye Retina -
FireEye
ForeScout Yes -
Infoblox
Lumension -
McAfee ePo Commercial Yes v
McAfee ePo DoD Yes - -~
McAfee MVM Yes -
Microsoft System Center
nCircle

Palo Alto

QRadar v v
Rapid?7
RedSeal v
Splunk -
Symantec Yes v v I v v
Syslog -
Tenable Nessus Yes v v - v
Tenable Security Center Yes - - - -
uCMBD v
VT ComplyVision WMI s -
Weblinspect -

Native Support for NIST Secure Content Automation Protocol (SCAP)

A [Vulnerability

YA

AYAYAY

N8

AYAY

AYAYAY

AL
)
)

L8
)

S8
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Building Inventory & Policy-Based Analysis
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Sensor 1 >
Sensor2 > P Actual State
I'(?I Database Compare
Q Delta Analysis &
Sensor3 =———> NGO} o
8 Operational View
o
-
Desired State
Specifications
Sensorn =3

Policy
Repository per
D/A

30
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Unified View of Risk and Compliance
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Enterprise dashboard
for Risk and Compliance e P ——

¢ Quantitative Risk
Analysis

* Risk trending

Complete drill-down
capability

Continuous Risk

Monitoring ?‘ “
« System and Asset 15 mE 3 :
Risk Scoring —re o e
* Risk Reporting and R -
Analytics

Continuous Compliance |
« Asset Tracking
« System Certification

* Compliance Reporting
31
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Security Assessment and Audit
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* Audit Scripts and Task Creation
* Creating audit documents and artifacts

The Transmission Owner shall identify the primary control center that
operationally controls each Transmission station or Transmission substation
identified in the Requirement R1 risk assessment.

Posted By Notes Date Posted
Q Tasks

L Need to update diagram for Primary -

TS ol Control Center and attach as 2y ol
R1.2. Virtustream . 9:15:28 AM ¢}
artifact.

Administrator . 3/20/2016 CEF6-2
Virtustream Task created and assigned. 916:01 AM

B

Update All

Comments:

SrNo‘ Posted By ’ Comments ‘ Date Posted ’ ‘Edit ‘ Delete
1 ‘Administrator Virtustream ‘ New Task Created for,CIP-014-2.R1R1.2. Task No. CEF6-2 ‘ 3/20/2016 9:18:34 AM ‘ ‘/ ‘X
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Compliance View dashboard
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Cortficate Status System Control Family
100-
NERC (NIST)
g 80—
" .
g GenSys g &
@ 8 a0-
&
20—
\"l Z'I'l l'l'l SID B‘('l 160 |Z.D ° (=1
Percent Status 1A Controls
. Fail [0 Pass [0 pass MM Fail
Enterprise Unit Status Top Ten Controls Affected Control Objectives
ha CIP-002:3» - R 100—
” 80— » 80—
2 2 3
E - £ cipo0a3a OO g 80—
% S c1P-004-5.1 00— £
g a0- £ CIP-005-3a - OO 8 40—
5 CiP-005.5 - OO g
] s | ]
CIP-006-5
o= EUG42600-2 - NERC (NIST) 0 20 40 60 80 100 120 ° P2 -0 04 CEOW CRUS CPO CRU CPOK. CIU- CRO. CIOu-
Enterprise Unit & Certificate Percent Status
IA Controls
[0 Pass M Fail . Fail [ Pass [0 Pass MM Fail
Details for CIP-004-5.1 [Total Count :77]
R ][] ] e ot
Last
Case Asset ot Sensor : View lated di Vul bility
# Di it ID S S =
Name Name escription core -Type SLELYT p:;):tee s Details Task's Status Status
Buffer overflow in the convert function in
Sample Microsoft SQL Server 2000 SP4, 2000
i P.
NERC Desktop Engine (MSDE 2000) SP4, and ACAS- ) 09/21/2015 )
1 172.16.42.14 2000 Desktop Engine (WMSDE) allows CVE-2008-0086 9.0 High Fail
Cip A CVE 00:15:35
Case remote authenticated users to execute

arbitrary code via a crafted SQL
expression.
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Built-in quantitative risk analysis

Global Product Data Interoperability Summit | 2016

Algorithmic Approach
mip{a ()= "x v E[0(x )]} Sensor Data Sources

«ming”y subject to Tx + Wy < h .
y .
l “!HD!agt!a! : . EEEE g EgEgEEEEEEEgEgEgEgEEEEEEEEEEESESEEEEEEEEEEEEEEEEE NeSSUS,Appscan, OnapSIS

Data Security

Vormetric/ProtectV

Patch Management = malin
Intrusion Prevention =

Virus Protection .

v

Nessus, Patch Mgmt.
vGW, McAfee (EPO), FortiNet
vGW, McAfee (EPO)

r Host-Based Firewall .. vGW

r Server Hardening :

CISCAT/Nessus/xCCDF
Operating System l S 4

Host TPM (TXT) =ss=== ....................................!.IXTT.....‘%... ...> xStream/Mt. Wilson

Host Security
Geo Tags (geo locationge =«

FW
o

D xStream

Internal Network — wassssus T P PP P PP PP P P PP PTT P PPFTTPTTTRITY T FPTS> Firewall/IDS/IPS/AlgoSec

r Perimeter SECUMty  uusuusssfashasssssnssssssnsssssnnnsssnnnssssnnnnnsnnnnnnnnnnnesd Firewall/Fortinet/Juniper
Physical Security / r—ms!‘— IDS/IPS/AlgoSec

P D — T Tt e d ViewTrust-ERM
A rus’
wareness l Rating | 1***> ViewTrust-ERM
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Cloud Security Challenges
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Who owns the Security and Compliance responsibility?

— Line-of-demarcation

« Multi-tenancy challenges

« Data ownership issues

* Quality of service guarantees — SLAs

- Data dispersal and international privacy laws

« Regulatory Compliance is for all assets — Cloud, Non-Cloud,
Hybrid or Federated deployments

* Needs to support multiple regulatory and industry compliance
requirements — PCI, HIPAA, NERC CIP, GLBA, SOX, FISMA,
FedRAMP
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Enabling risk and compliance for hybrid cloud

Application Managed Services
Infrastructure Managed Services
Virtustream Software Suite

<
()
=
—
=
o
0
t

1 aslidiajug

Object Storage Service

ON PREMISES OFF PREMISES
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Viewtrust Continuous Compliance for Cloud
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Viewtrust Services 4 Core Platform Services

g :‘Service Controller (Catalog) J T
N (@)

= Z < =.

A G =z § 9 5 » & 7}
o 2 5§ 2 5 a % S
g Q o & @ 5 =5 3 _ 5
3 QZ) 2 S =~ 2 » @ 2 a
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Z “ ;8 :.2 ‘CD . ;8 " 8
&U’) __ DataService |
Automation |
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tewn  GUTUTREEER  cowse

Symantec | Other
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Continuous Compliance for Hybrid Cloud
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Enterprise Risk Management

—
.
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Intel TXT for trusted boot and geo-fencing
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INTEL® TXT

INTEL TRUSTED EXECUTION TECHNOLOGY

1. SYSTEM POWERS ON AND INTEL
TXT VERIFIES SYSTEM
BIOS/FIRMWARE

2. HYPERVISOR MEASURE MATCHES

3. 0S & APPLICATIONS
ARE LAUNCHED

2. HYPERVISOR MEASURE J

DOES NOT MATCH

3. HYPERVISOR LAUNCH CAN —
BE BLOCKED
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Compliance as a Service with Power of Inheritance
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Cloud Service
Customer (CSC)

Inheritance of
controls by CSC

Inheritance

Cloud Cloud

Service Service

Customer Customer
(CSC)

SaaS

Cloud —
Seryice
P’?éé‘ﬁ; Platform
(Win2008) PaaS
Inheritance
Cloud Virtual Layer
i (VMware/Xen)
csP
=g Hardware (Blade laaS
+Storage)
IA Controls IA Controls 1A Controls Facili ty

laaS PaaS SaaS
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Cloud Audit and Compliance
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Audit
Artifacts

:

5 f [ os3 |
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FeeccssesceecBiacenoccasnsancasee ' " Hypervisor . Virtual Layer
: Security Assessment Review . : T EENEN +
: (SAR) ‘ - AL . . . '
: : cort]| ¢ IR
; System Security Plan (SSP) E I I E QI Iz E \I | I E Hardware
: SYS1 : ; :
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: CCP4 S S @ ------------ aclity
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Authorization Package (PKG3)
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Rapid ROI with Viewtrust
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Reduced Compliance Costs via efficiency through automation:
« Entire Compliance lifecycle automation

 Efficient, Collaborative, and Consistent audit practice
» Support multiple compliance frameworks unified in one tool

Reduce Enterprise security tool — TCO:
« Automation of existing security tools and breaking data silos

« Automated risk analysis based on threat and impact analysis

« Automated identification and remediation of risk through workflow
management
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Kaus Phaltankar
kaus@Virtustream.com
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+1 (703) 627-7539
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