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Intellectual Property Protection Practices when Exchanging

Data

Global Product Data Interoperability Summit | 2015

« Take Away Topics
 An awareness of various ways that data may be
leaking form your organization
« Simple and affordable steps to increase the utilization
of secure data exchange
« Options for deeper supplier integration scenarios
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Data Exchange / IP Protection
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Sinopec sued for intellectual property

rights infringement by Ineos

Switzerland-based chemicals company sues China's state-owned
oil refinery over technology relating to acrylonitrile

Intellectual Property Theft: Get Real

Facts and Figures

— The Research: Facts and Figures lllustrate the Extent of Intellectual

The Guardian, Friday 21 March 2014 08.5| pamela Passman March 11 , 2014 o8:08
&) Jump to comments (3) ’
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Commentary: Governments have a role to play through national laws and international treaties. tates as being between 55
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persistent strugzsle to protect intellectual

to a framework for the protection of

trademarks, copyrights and patents.

However, these laws and norms do little to safeguard company trade secrets, those

increasingly valuable intellectual property assets that include market data, formulas,

research, strategic plans and customer lists.
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Data Exchange / Collaboration
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Getting the Right Information
« Correct Version / Iteration
* Appropriate IP exposure
* Correct Configuration

To the Right Person
* Controlled Access
* Audit Reports

At the Right Time
 Minimal Lag Time
* In the Field Updates

In the Right Format
* Purpose Driven

Globally Accessible
* Via Internet, OFTP, or other standards based protocols
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Data Exchange / IP Protection
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Wikileaks on Thursday published a searchable datq
Sony email and document that was stolen by hacks

estroye

The U.S. government blamed North Korea for the hack th

temporarily shut down the movie studio and exposed embarrassing email
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This week's sponsor. "Security of Internet Payments - Legislative Developments in
Data Securnty industry briefing

e to unwittingly leak tax returns and

9 am | Filed under: Data loss, Google, Privacy, Vulnerability | @3

Readers with good memories will recall a worrying privacy hole was
found in Dropbox after publicly accessible links to private personal
information stored on the service leaked out to unauthorised users.

The issue was stumbled across by rival file-sharing service
Intralinks, which focuses on the enterprise market. Intralinks found

when running Google Adwords campaigns that it was receiving links to tax returns,

financial records, mortgage applications and business plans stored on Dropbox.

Here's how | described the vulnerability at the time:

Share link disclosure vulnerability

Many cloud data storage services provide users with a method to share
links with others. For instance, when a user creates a shareable link on
Dropbox or Box, anyone with that link can access the data. You don't even
have to be a registered user of the service to access a shared link.

CfHN D wwwthereglster co.uk/2013/12/30/bbc_ftp_server/

Theﬂﬂeglster

Biting the hand that feeds IT

MESS HARDWARE SC E BOOTNOTES

021; 0O: L Ry

compromised by a Russian hacker and access to it touted online,

he internet-facing file store tried to sell access to the infiltrated
Pay, we're told. Hold Security — which this year has helped break
lop-flight limo company — spotted someone trying to sell access to
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« Simple Mail Transfer Protocol (SMTP) is an Internet
standard for electronic mail (e-mail) transmission across
Internet Protocol (IP) networks. SMTP was first defined by
RFC 821 in 1982 and grew outveloped
during the 1970s.

 File Transfer Protocol (FTP) is a standard network protocol
used to transfer files from one host to another host over a
TCP-based network, such as the Internet. FTP is built on a
client-server architecture and uses separate cantrol and
data connections between the cljet sefver
typically with clear text authentication and published as
RFC 114 in 1971
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http://en.wikipedia.org/wiki/FTP

Why do we keep doing it?

Global Product Data Interoperability Summit | 2015

B Convenience ws. Security: X
. . = 8

L o C N [0 www.cmswire.com/cms/customer-experience/convenience-v |

HOT TOPICS: cCustomer Exparience Marketing Autom ation Social Business SharePoint 2013

Convenience vs. Security: Is There a
Collision Coming (and Should We
Care)?

By Barry Schaeffer Jan 28, 2014

“Increasing
convenience almost
coree gl e always reduces

security”

Featured White FPaper: Better Personalization = Better Customer
Experiences

portance and perhaps even
r intractability.

at factor is convenience and our
romance with it in virtually every part

of our lives.

While the news media has yet to disco¥er the story, more than one respected

industry commentator has opined that “increasing convenience almost always

reduces security.” Even without complex technical analysis, it only makes sense

that when you make things easier and simpler for your intended users, you .... but does it really have to be that way?
inadvertently do the same for the “users™ you want to keep out.

In the business world, although a significant challenge, this convenience-security
confrontation is more easily addressed because business planners are in a
position to balance security and convenience at a level sufficient to protect their
information assets from compromise — not to say that all do, of course — by
directing internal users to simply deal with the security requirements as a
condition of employment.
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Standalone “Simple” Portal Solutions
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OEM / Sponsor Supplier / Consumer
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“Advanced” Portal Concepts
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= Automated Processes

= Upload and download with Agent, = Manual Processes
o )

installed at the user's desktop = User sign on over WEB-Browser and up- or| ‘cad
download data manually, interactively .

= Batch Mode

= Data are temporar
in local network dri

= Transfer of data to
in a batch mode

Advanced Funct
Encryption
Local File Vaultg
Local conversion 0 = Remote Data Vaults
= Supplier signs in over WEB-Browser
= Data is uploaded from a data vault
close to the end user

= System to System
= Automated / Integrated




Convenient and Secure ?

Global Product Data Interoperability Summit | 2015

« Secure exchange needs to start as close possible to the end users daily working environment
+ Desktop Integration
+ Email Integration
* PLM Integration
* Purchasing / Bid Systems _ _ ) )
« If users have to leave their default working environment to send secure information, they are less

likely to use the approved solution.
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Access from anywhere / any system

Microsoft i

= ‘*‘* Efn,wtlgok | |

>
m
1
eb-Browser GUI

%

Common
Secure
Portal
Solution

| - e o

Windows Explorer
Integration

Windows

Windows Desktop
Plug-In (“Send To”)
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Videos-Clients/Browser.mp4
Videos-Clients/Outlook2GlobalX_1.wmv
Videos-Clients/GlobalX-App.mov
Videos-Clients/Agent.mp4
Videos-Clients/GlobalX-TcE-Integration_engl.wmv

Email Secure Send Demo

Global Product Data Interoperability Summit | 2015

Email (Outlook) Secure DX Integration Demo
* Internal User Initiates an email in Outlook
« Size / Type of Data trips a switch this is secure / large data
« Datais sent to Secure DX Server (not the exchange server)

« THE END USER HAS NOT CHANGED ANY
PRACTICES
* ZERO TRAINING

+ POLICIES ARE 100% ENFORCED WITH POLICIES
« STOPS EMAIL IP LEAKAGE !

« Audit Logs are kept separate from
Clients and Mail Servers

- Data is always encrypted before
transport outside of enterprise

* No data Load on Mail Server
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Email Secure Recelve
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« Email (Outlook) Secure DX

Integration Demo
» External user Receives an Outlook
Email
 User Clicks on Download Data
« Secure DX Link is invoked
» Data is downloaded from the DX
Portal (not Exchange)
« and decrypted for the recipient all
from with in Outlook _
 The end user has only one minor

obvious change
« Zero (0.01%) self training
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Desktop Integratlon (Drop Zones)
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Scaling up Complexity with back end systems

Integration and automation

Global Product Data Interoperability Summit | 2015

« Dealing with Engineering Data (of course) plus
« ERP Data

MRP Data

Bids

Financials

* More

« Centralized Reporting on all confidential Information
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Integrated Solutions
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Quality Check

CAD Translation

parameter output format L L 1

Vendor specific = 3 \/endorspecmc

A
I
]
I

) TERSRR—— —

Requirements ¢
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Purpose Driven DX
Global Product Data Interoperability Summit | 2015

ave 1o give away the corporate jewels

= Systematic and Automatic processes can transform you data prior
to data exchange to allow only the minimal information required
for the recipient to do their job.

* Data can be “dumbed down” with history, features and other IP
related elements removed.

® Each recipient can have a “data profile” that determines what they
can receive

* Neutral formats can be created, on the fly
= NX
=JT
= STEP
= 3DPDF
" Etc
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DRM Controlled Documents
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Adobe” Reader” XI|

 DRM Protected Documents . o fidobe Online Services
+ Limit Access to named users | .| e =
« Revoke Rights in the field - e
- Force Updates to Latest - crm.prostepcom
Document VerSionS £ soston Vou must sign in with your account information to be granted access
+ Authentic via PKI, AD, LDAP, | | 0 S o o

RSA, Others o

Please enter your Adobe LiveCycle Rights Management credentials.

 Limit Document Features

Username I

- Read Only i
- Save | .
e Print | Privacy and Security... | | ok || cancer |
- Copy ‘%
 Measure '
« Cross Sections
- Etc u
* Traceability Logs by Document:: == e s
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Windchill = External Demo
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SRR Wmﬂ " (x,'m..'\\.”t T T S S P
t SN e R ot R Ten i ey T

. WlndChlll Demo Externa

 Starts in Windchill -

« 3D PDF / Design Review
Template Created

 PDF uploaded to secure
encrypted portal

 PDF is Modified

 PDF is Uploaded
back to Secure Portal

* Fileis uploaded to
Windchill and
Attributes populated
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SmarTeam to Windchill
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« SmarTeam to Windchill Demo (PDM to PDM DX)
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Final Advice From the Field
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Start Today

Use Free Trials to get a feeling for what does and does not work for
your enterprise

Look for a mix of Hosted or Self Installed Options

Look for technology that integrates not only front end applications
(Outlook, Desktop, Mobile) but back end applications like PLM, ERP,
Etc

Low Hanging Fruit to go after for DX Security

* Outlook

» Desktop

* Web Based
Don’t forget about protecting your data once it leaves your
enterprise. Getting it there is only part of the equation.

« Strip unneeded IP
* Consider DRM solutions for when your data is in the wild.

CONSIDER PRESENTATION 3173 at 11:40am Room 3, for a detailed
use case example from The Nordam Group (Aerospace Supplier).

£ ELYSIUM

BOEING is a trademark of Boeing Management Company

V g7 GLOBAL PRODUCT DATA Copyright © 2015 Boeing. Al rights reserved.
m NORTHROP GRUMMAN @Iﬂi[ﬁﬂ Vi INTEROPERABILITY Copyright © 2014 Northrop Grumman Corporation. All rights reserved.
’ 4SS UMMIT GPDIS_2015.ppt | 23



- 1

integrate the futuré
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with - engineering interoperability, migration,
intelligentdocuments, benchmarking, more
Approximately 250 employees and
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Europe and in'North America
More than 500 Customers

l that are leading companies across most
Industries
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Our Cusitornars
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Questions:
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Thank you!

Global Product Data Interoperability Summit | 2015

BOEING is a trademark of Boeing Management Company

"?" p7 GLOBAL PRODUCT DATA Copyright © 2015 Boeing. Al rights reserved.
@.?, ELYS'UM m mmnqg,w @Iﬂi[ﬂﬂ ’ . \a g‘ T EJR o's/lE R'/\\/IB I Ii I T..F Copyright © 2014 Northrop Grumman Corporation. All rights reserved.

GPDIS_2015.ppt | 27



