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Who is David Votaw?

Global Product Data Interoperability Summit | 2018

« Background
« Software Developer - 13 years
» 86% complete with a Doctorate of Computer Science (DCS) in
Information Assurance

« Current Assignments
» Taking teams to the next level of DevOps
 Research and innovation

* Fun
* Family
* Video games
* Road trips
* Heavy metal \m/
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Who is David Votaw? Cont.
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Agenda

Global Product Data Interoperability Summit | 2018

* This presentation will give on overview of DevOps
practices including:

* Test Driven Development (TDD)
« Continuous Integration (CI)

« Static Code Analysis (SCA)

* Functional Testing

« Continuous Deployment (CD)
 Infrastructure as Code (laC)

* Virtualization and Parallelization
« Monitoring and Metrics
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DevOps
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Developer and Operations (DevOps)
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What is DevOps?
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According to DevoPedia, “DevOps is
the coming together of both
development and operations teams into
a coordinated workflow such that
collaboration and productivity are
iImproved to meet shared business
goals. Building on Agile and

Lean, DevOps enables the business to
respond to changes and meet customer
needs faster. Tools and automation are
necessary enablers. Practices such as
Continuous Integration and Continuous
Delivery are often followed.”
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DevOps Process
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Deploy

Delivering Value Through
Collaboration

M~ Feedback __—

Development Operations

Example Environment Setup

Development Environment Integration/Test Environment Validation Environment Production Environment

Continuous Integration >

Continuous Monitoring
l Continuous Testing )
| Continuous Delivery > I Continuous Deployment>

Acceptance Tests

Build and Unit Tests Functional Tests Endbe-Lnd Demonsistions
[ Continuous Improvements >
( Right-to-Left Feedback |
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TDD
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. ALLCODEISGULTY . #%
.~ UNTIL PROVEN INOCENT

Test Driven Development (TDD)
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TDD Cont.
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Write Failing Test
 Works well with Agile teams

and short development cycles

« Keep the unit or module small ﬂ 4
- Steps
* Write the test first \
- Write only the code that is TDD )
needed to pass the test /
« Refactor to organize and 7
eliminate duplication ShESS
* Repeat
) FOCI.JS On. sqftware qua“ty. Optimize, clean up ( Write just enough
 Avoid building dependencies without adding new code to pass test
between test cases functionality, and with confidence
s EEE e g DTLVTEN2018
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TDD using NUnit
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AuthenticationDataProviderTests.cs® = 30

[#] DataProvidersTests =|| “iz DataProvidersTests.AuthenticationDataProviderTests ~||@ LoginLogout() -
-Inamespace DataProvidersTests =
{ .

<summary> TestFixture -- Causes NUnit to recognize this as a test class. l

Data Provider Test
‘summary >
e I
[TestFixture]

= public class AuthenticationDataProviderTests : BaseTestClass

: Arrange

Test - Causes Nunit to recongize this as a test method j
Act

[Test}——"""

- §ub11c void LoginLogout() Asse rt

string dbid = ConfigurationManager.AppSettings["dbid"]; — CI

Tests that a Loge

string username = ConfigurationManager.AppSettings["username”]; r Actual API call we are trying to test l
string password = ConfigurationManager.AppSettings[“password"]; e —

LoginResult result = authenticationDataProvider.AttemptlLogOn(username, password, dbid, true, "DataProvidersTests", “unittest”, false)

bool success = (result.SuccessLevel == LoginSuccesslevel.Success ||
result.Successlevel == LoginSuccesslevel.SuccessPasswordExpired ||
result.Successlevel == LoginSuccesslevel.SuccessPasswordPinExpired |
result.Successlevel == LoginSuccesslevel.SuccessPinExpired);

Assert.IsTrue(success, "Testing logon success");

Assertions are used to check values and
Assert.IsMotMull{result.Ticket, "Checking that login succeeded"};

conditions.
authenticationDataProvider.LogOff({result.Ticket);
}
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Benefits and Limitations of TDD
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* Benefits
* Develop code that reflects new business requirements
« Higher productivity by focusing on one test at a time
- Tidier and higher quality code
* Helps keep unused code out of the system
« Built-in regression testing as part of a Continuous

Integration process

 Fewer bugs
« Living documentation

* Limitations
* Requires time and effort up front
 Difficult to write good test cases
« Takes time maintain test suites
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Cl
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Continuous Integration (ClI)

Copyright © 2018 Northrop Grumman Corporation. All rights reserved.
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Cl Process
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iz ’

A i Visual Studio'

Vishal Studio Tearm Foundation Server

Local History r

— \u Ensble Version Control Integration
P e il

_ at 1) =
e (3) Source Code
2 ey Tt and unit tests
. 4) Version
= (1b) Enhancements ( zlontrol
(1a) Defects — & Defects — New
Existing Releases Release . (5) Source Code
Continuous Continuous Label/Build
i Integration |[FORTIFY
Planning S
~ g sonarqube™\
(15) Build &
Notification ) ) Rr—
Emailed Agile/Continuous (6) Static Code
Integration Process Analysis
>
3 Ei 2 3§wa'iSer\4'er'
(7) Setup Unit
(14) Update Build . H Test Databases
Results/Artifacts COHtIﬂUOUS Ontlnuous

Deployment Delivery E-

N"C:_@VER (8) Run Automated

Unit Tests
(13) Update Build
Dashboard - (9) Code Coverage
(12) Deploy to (11) Create CD (10) Create SDK Analysis
Test Cluster Installation Documentation
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Cl — Source Control
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Dq Source Control Explorer - Microsoft Visual Studio [:] % | Quick Launch (Ctrl+ Q) £
FILE EDIT WIEW  TEAM  TOOLS WINDOW  HELP

TR LTS

Team Explorer - Pending Changes M Source Control Explorer & X

@ O @ % |8 | searchWorkiter O~ ZQ (D |8|7a|20-dO&E|V-| Work Source COde 1S
Pending Changes | ePOWERS: '|j| Source location: §/ePOWERS1/Build Structured SO eaCh

: : Folders % || Local Path: oh\dev ePOWERSTY .
Shelve « | Actions b d
.o " 4 §8 professond ePOWER L pame & release IS ranChe t Check-in
MMmen - .
b ws Administrative . H H LR P—
Enter a check-in comment b 88 ePOWERS4 Clien and malntalns It S 1:;31::3
4 Related Work It b &4 cPOWERSO i h- ‘13!-'201:-':-':0“.
clated THork tems 4 88 ePOWERIL own IS'[OI’y e
Queries ~ | Add Work Item by ID Build Database [13,/2017 7:0...
4 ui
Dlu:ag;v_crln: iterns here to link themn to the b Client. Tests Inetpub [13/2017 7:0...
check=in. b Comman Install Mot.. 11/13/2017 1:0..
4 Included Changes b Core Lib Mot ... 11,-'13,-'201:":'.:0...
Exclude All | View Options b 1 Database packages Mot .. 11/13/2017 T:0...
Drag changes here to include in the check-in. B 08 Inetpub Plugins Not.. 11/13/20177:0...
I Install Research Yes 111372017 7:0...
4 Excluded Changes (2) [ Lib RESTServices Mot.. 11/13/2017 7:0...
Include All | View Opticns « | b B packages Services Not.. 11/13/2017 7:0..
Detected: 36 addis) b # Pluglns TempFiles Not.. 11/13/2017 7:0..
4 @ c\dev I [ Research TestHelper Not.. 11/13/2017 7:0...
<POWERE4\Build\Database\ Test b RESTServices ThirdParty Not.. 11/13/2017 7:0..
| ] Test.ssms_suo '; ?E"'""C:.El Toolkit Not.. 11/13/2017 7:0..,
empFiles R
<POWER90'Build\Database\ Test . Ter-tljelper Tools Not.. 11/13/2017 7:0..
[ Test.ssms_suo , ThirdParts U1 Not.. 11/13/2017 7:0..,
Y WebServiceLoadTest Meot.. 11/13/2017 7:0...
b Toolk WebS Not.. 11/13/20177:0
NebServices o .. Loy £
Tools o
E Ul || tfignore Mot.. 11/13/2017 7:0...
b W WebServicel oadTest fa] Activator.sin Yes  11/13/2017 740..
GLOBAL PRODUCT DATA BOEING is a trademark of Boeing Management Company
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Cl = Cruise Control
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Q{ ChdeviePOWERIL\Build\ThirdParty\Thoug htWorks\CCMNET\server\ccnet.config - Notepad+ =

File Edit Search View Enceding Language Settings Tools Macre Run  Plugins Window 2 Xl
cHHRGAl4hE/aeiantxBE1EREHD = @]
Ecme*t.conﬁgﬂl

<?x¥ml wversion="1.0" encoding="utf-§"2> CCNet pO”S for Changes every
FEl<cruisecontrol =mlns:ch="urn:ccnet.config.bunilder" zmlns="http://thoughtworks 5 manteS. If a Change |S found
<!—— ePCWER wversion number prefix --> |t Wl” Walt an a_ddltlonal 5

T U

5

& <cb:define ePOWERVerzionPrefix="9.0.0."/> . t f t t b f
8 [l <project name="epowerSl-primary"> . .

0 starting a build.

10 <askForForceBuilldReason>Required<,/askForForceBuildReasons>

12 <webURL>http: //PSDBuild9l /builds/server,/PSDBnild9sl/p owerd9l-prima

14 = <triggers>

15 ZintervalTrigger name="continoous" seconds="300" buildCondition="IfModificationExi=ts" initialSeconds="30" >

16 <!—— intervalTrigger name="continuous" seconds="60" buildCondition="ForceBuild" initialSeconds="30" —->

17 - </triggers>

[ T

<modificationDelaySeconds>300</modificationDelaySecondss
= <sourcecontrol type="filtered":>

= <sourceControlProvider type="wsts" autoGetSource="false" applvlLabel="false":>
<executable>C:\Program Files (x86)\Microsoft Visual Stuodio 14.0\CommonT7%IDE\tf.exe</executable>

<gerverrhttp: g_ 8081 /tfs/ePOWER<,/server>

<project>§\epowerdl\Buoild</project>

<workspace>ws_epowerSl primary bui ld</workspace>

<workingDirectory>C: \CCNET\server\epower9l-primary\WorkingDirectory\build< /workingDirectorys»

<domain>USI-DOMAIN</domain>

<usSername Jusername>

<password </pasaword>

</aourceControlProvider:s

TS U C

[T Y= R E R

L L QL Dy RYORD R ORI RD ORI R ORI R R
1 o oen

L R3O
T

extensible Markup Language file length : 10,090  lines: 293 Ln:15 Col:52 5el:3|1 Windows (CRLF)  UTF-8 INS
- ——— GLABAL PRODUCT DATA BOEING is a trademark of Boeing Managent Company
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Cl — Label, Get, and Compile Code
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[ C:\dev\ePDWERQ]\.BuiId\Th'lrdParty’\ThuughtWorlS'\CCNFI"\:Erver’\.EpowerQl-plimar}r\WurkingDirechﬁganEEuild -Etépad++ ‘
Eile Edit §Earch_£iew Encoding Language Settings Tools Macre Bun  Plugins  Window I .
a5 ol @l d D g2 x | BEISI1IEBEEHD ®|E 4 NAnNt scriptis runto
CECITE label the “build”
i :; T <targ:zh2aﬂzzs::]:zHTF;iEE‘iI;::;;E::d:l'orkSpaceName=${TFS_Prima.ryBuild'l.-.l'orkSpa.ceNa.me dlreCtory In Source
cecho messagen - target nanc—N control with the build
I ?? ::Z:Zzﬂ;eiiageﬁ'L.a.bellng source code as S{TFSVersiomn number (e.g. 9_1_0_538)
I '5 = cexec program="tf.exe" basedir="C:\Program File=s (x86)\Microsoft Vismnal Stu

(g [E= 01, "Rl IR Source Control Explorer

— X
Source location: | §/ePOWER31/Build E-:
% Changesets B Labels @ bl Ju < bin b Release ye)
s X | | t5 Organize » Burn Mew folder == + [ .@.
Mame User Date + Changeset  Comment i . = N
. . ame
9.1.0.538 PSDBUILD  7/27/2018 2:11:47 PM 11667 Automated build- i Favorites
910537 PSDBUILD  7/26/2018 35453 PM 11667 Automated build- M Desktop (] NorthropGrumman.EPower.Common.Framework.dll
91.0.536 PSDBUILD  7/26/2018 9:59:30 AM 11667 Automated build- § Downloads |2 L NerthropGrumman.EPower.Common.Framework.pdb
9.1.0.535 PSDBUILD  7/25/2018 4:07:20 PM 11667 Automated build- ‘5| Recent Places =] NorthrepGrumman.EPower.Common.Framework.xml
9.1.0.534 PSDEUILD 77242008 914:33 AM 11667 Automated build- %] MerthropGrumman.EPower.Common.Utilities.dil £
91.0.533 . utomated build- || NerthropGrumman.EPower.Common.Utilities.pdb 4
zig;:i Compl IEd COde reSUItS T Documents 2 NerthropGrumman.EPower.Common.Utilities.xml I
9.1.0.530 for a” roeCtS |n the =1 build- J‘. Music (%, MorthropGrumman.EPower.Core.dll
9.1.0.529 p J utomated build- = Pictures =] MerthropGrumman.EPower.Core.dil.CodelnalysisLo...
91.0.528 solution on the build utomated build- : L8 Subversion < | m | v
9.1.0.527 . utomated build- 26items  Offline status: Online
9.1.0.526 machine. utomated build- ) Offline availability: Not available
g GLOBAL PRODUCT DATA BOEING is a trademark of Boeing Management Company
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SCA
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Static Code Analysis (SCA)

Copyright © 2018 Northrop Grumman Corporation. All rights reserved.
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SCA - SonarQube
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sonarqube Dashboards *  Issues  Measures Rules  Quality Profiles  Quality Gat

Home
) SonarQube is used to
E.POWERS1
scan the code to

E.POWER91 check for good coding

December 19, 2017® Lines of code: 417,512 ® Blocker issues: 0 praCtlceS'

® Critical issues: 2
9.1.0.28

I—’_’__’-\_\—/J—J__—

IIJlIIJI CE IR R ] !J]IJ LURE RN IR IJllIJIJlII AL M0AE et IIIlI IO O 0T OI OO A Bl

Jecember 2018 February March April May June July
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SCA - Fortify
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e.POWER 9.1 Code Scan Report SEiei i
I
Executive Summary Fortify is used to check
Issues Overview :
code for good security

On Jul 20, 2018, a source code review was performed over the Chient code base. 527 files, 36,761 LOC (Executable) were .
scanned and reviewed for defects that could lead to potential secunity vulnerabilities. A total of 293 reviewed findings werf p raCtI ces.
uncovered during the analysis.

Issues by Folder — /

/
A
-

Critical
High
Medium
Low 254
False Positive - Access Control
False Positive - Cross Site Scripting
False Positive - Misc

False Positive - Null Dereference
False Positive - Path Manipulation

o

[

wn

False Positive - Privacy

False Positive - Random

False Positive - Resources

False Positive - SQL Injection
False Positive - Third Party
False Positive - U1

False Positive - XML Validation
Defect Created

oDopmwloo|—=|w|oo|o|o|o
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Functional Testing
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Functional Testing
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Functional Testing Cont.
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L}r ChdeviePOWERS1\Build\Database\Test\Oracle\go.bat - Nl 55 Oracle SQL D‘i"éhpe: Tesla-PSD_EPOIUT
File Edit Search View Encoding Language Settings Scrlpts are B3 Eile Edit View Navigate Run Source Team Tog Tables and Indexes
) S & | | & & ol Il Goda 2 Q@ O - ;
0 15 LR ﬂ icall with bootstrap data
o] automatically run to e !
1 Recho off Create Oracle and 1= E FPEB-BQR RE 4 ¢ & 4 are Created along Wlth
|| E I E Worksheet | Query Builder / 1
s Set server=: : : procedures, views
Il 2 Set Logfile—creac SQL Server unit test | 8 “| select * rrom tabs;| ,/ , )
S Set hdmip= databases [ Query Result * / Seq uences, etC-
I f ' g a5 ) Fh 500 | Fetched 50 rows in 0.5 seconds
a Create Database for e.POWER | {} TABLE_NAME | TaBLESPACE_NAME [{} cLUSTER_NAME [{ 10T_NaME [{} sTaTus [{
11— Shdmind @kill.sgl < exit.key > #L 3 = 1 TNFO_SOURCE_ATTRTBUTE PSD_EP9IOTOATE  {null) (null)y  VALID
10 %) % @epdmddl.sgl < exit.key > & i 2 SQL_EXP_OPERRTORS PSD_EPSIUTIATA  {null) (nully  VALID
11 3Us B..\..\Scripts\Oracle\Bldall.sgl < bldall.key >> %L < 3 SQL_EXP_FUNCTICNS PSD_EPSIUTIATA  {null) (null)  VALID
1 #U0ser® @..\..\Scripts\Cracle\Comments.=sqgl < update.key >> o 4 PROXY PSD_EPS1UTDATAE  {null) (null) VALID
13 tUsert @tablEBPaCES sqgl < Exlt key >> %Logfile% 5 SYSTEM CALENDAR PSD_EF91UTDATA  {null) (null) VALID
1= 6 WM_BITMAP PSD_EPSIUTOATA  {null) (nally  VALID
Il = — 7 INI_CONFIG_TAR PSD_EPSIUTOATA  {null) (nally  VALID
| 3G o i 8 INI_CONFIG_SETTING PSD_EPSIUTIATA  {null) (nully  VALID
| = . _ 9 INI_CONFIG_SETTING RANGE PSD_EPSIUTIATA  {null) (null)  VALID
length: 583 lines:17 Ln:1 Col:1 Sel:0]0 Windows (CRLF)  UTF-8 INS | 10 INI_CONFIG SETTING SELECTION SD_EP9IUTDATE  (null) (null)  VALID
— — I 11 OBJECT_TYPE 2SD_EP9IUTDATA  (null) (null)  VALID

[exec] 3:03:36 PM Unit Test > SampleSupportDataProviderTestsPID692< (TearDown done) Elapsed: 0.00 sec ( 578.00 ms)
[exec] 3:03:36 PM Unit Test > SecurityObjectReferencesTests PID692< (SetUp started)

[exec]
[exec] 3:03:44 PM Unit Test > SecurityObjectReferencesTests_ PID692< (TearDown done) Elapsed: 8.00 sec ( 8,436.00 ms)
[exec] 3:03:44 PM Unit Test > WorklistRelated PTD692< (SetUp started)

[exec] ...

[exec] 3:03:46 PM Unit Test > WorkdistRelated PID692< (TearDown done) Elapsed: 1.00 sec ( 1,140.00 ms)

[exec] 3:03:46 PM Unit Test > XmlVariantRelated PID692< (SetUp started)

[exec] ..

[exec] 3:03:46 PM Unit Test > XmlVariantRelated PID692< (TearDown done) Elapsed: 0.00 sec ( 828.00 ms)

[exec] 3:03:46 PM Unit Test = ServerConfigurationlnfoTests_PID692< (SetUp started)

[exec]
[exec] 3:03:47 PM Unit Test > ServerConfigurationInfoTests PID692< (TearDown done) Elapsed: 0.00 sec ( 703.00 ms)
[exec] 3:03:47 PM Unit Test > EventProcessDataProviderTests_PID692< (SetUp started)
[exec]
[exec] 3:03:49 PM Unit Test > EventProcessDataProviderTests PID692< (TearDown done) Elapsed: 1.00 sec ( 1,421,
[exec] 3:03:49 PM Unit Test > EventSubscriptionDataProviderTests PID692< (SetUp started)

oa?as);

JOL History [E] Messages -Log

e

Unit test startup, execute,
and teardown is recorded
in the build log.
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CD
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COMT\ N\)OUS 'DEL\ VERY

) —f }——;’I' ) —| ) —5f

AS® auto .
CONT\INLVOUVUS DEPLOYMENT

— | —| ) — — > )

AJD a4uTo At

Continuous Deployment/Delivery (CD)
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CD - Actionable Data
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Infrastructure as Code (1aC)
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laC — Gold Disk Management
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Virtualization and Parallelization
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Virtualization and Parallelization
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Virtualization and Parallelization Cont.
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Metrics
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