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Sergio Maurencig Barrionuevo

Position:

Product, Systems & PLM Engineer at Capgemini Engineering Spain

Education:

* B.S. in Electronics, Robotics & Mechatronics Engineering — University of Seville
 M.S. in Microelectronics - University of Seville

Role:

Expertise in systems engineering, digital engineering and MBSE, R&D and
consulting across aerospace, rail and heavy industry. Working with Boeing
Technology Innovation Europe on model integration, engineering and business
process optimization, and MBSE-based supply-chain collaboration to enhance
supply-chain resilience and IP protection.
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1. The challenge: Enabling the right balance between Collaboration and IP
protection

Encryption solution approach, capabilities & architecture
User workflow & demo

Roadmap
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Conclusion & call for action
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Finding the right balance between collaboration and IP protection
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Collaboration Framework Setup.

Unidirectional Exchange of Technical Data Package (TOP) - Build to Model

Unidirectional exchange of TDP from
Level 1 Onginal Equipment Manufacturer (OEM)

Distribution to supplier. Suppher feedback wil be ‘ ‘ o
requested and may conlain mode! artifacts.

o [T,

Collaboratively manage product
Requirements.

Collaborative Architecture

@ Bi-directional Exchange of Technical Data Package (TDP) - Build to Requirements
Design Co-Development. 3 Bi-directional exchange of TOP. Original Equipment
) Manufacturer (OEM) provides specificaton ———1 = @
? mode's. OEM and supplier import, review . 935
Collaborative el and rewumn different versions of the TDP. 4 bl b a i
Co-Simulation & early 5 - ,‘.,, L
Requirements Validation. Digital - Collaboration Based on Technical Data Package (TOP)

Collaboration

B ) Co-development where Original Equipment cotp: : ARE
Collaborative 3DMBD Design

Manufacturer (OEM) and supplier import, al : ai Sl
Co-Development. review and return a shared version ;ﬁi_';g -
of the TOP, under common Configuration = ® ©° °" =)0y

Management (CM).
Collaborative Manufacturing

3 . Collaboration Based on Production Lifecycle Management (PLM)
Engineering.

Co-develooment in a shared “collaboration (" eomcabm )
vault” where TOP content is managed. E' é)
Common, Production Lifecycle Management

(PLM) enforced data configuraton
management is required

R

Swow

Collaborative Digital APQP

Not comprehensive‘ B
Pre-pre- re-
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Deployment
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" Post- Delivery 8
Award Service

The Challenge:
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* The more
synchronous
collaboration
between OEM and
supplier

« BUT.... Risk of

oversharing or
overexposing
information in the
models is present

* Finding right the balance between collaboration and IP protection
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Real-World Cases: The Cost of Overexposure and Overprotection

Global Product Data Interoperability Summit | 2025

Case 1: IP Leak Case 2: Workflow Lockdown

&l ’
oEgY30SmnF, 11xSxE20is. 43COr7FrIC,

vHJ1vQDnZ2 Crw v
AB8CCVBUun 4 Zsbatly

Company A Company B 0%
» Supplier contractor accessed requirement » Entire model protected for export control
sets beyond scope compliance
» Proprietary data surfaced in a competitor’s » Development stall, penalty clauses triggered
program bid
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The IP Exposure Problem: When sharing the model means sharing too much
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The Reality in Collaborative Engineering The Challenge:
* Full visibility # necessary visibility » Finding right the balance between collaboration and IP
» Sensitive elements often exposed to non-essential protection

parties
» Over-protection disrupts workflows and delivery

schedules

Overexposed Precisely protected Overprotected
) il

* peu i3yADTyv mf Y 30SmnF 1IxSxE2ois 43COrTFIIC ByA0yvnT
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Digital Thread Context: Power and Vulnerability
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The Digital Thread integrates requirements, design, manufacturing, operations, and sustainment.

Extending the Digital Thread means including external parties in the integrated environment of connected data and
processes.

However, without embedded controls:

« Every handoff is a potential leak point

« Security becomes perimeter-based and fragile
« |P travels unprotected once outside your walls

Extending the Digital Thread

4 Suppliers Customers
Partners

Y gy RS 202
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Our Approach: Encryption Where It Matters
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v Encrypt only the elements, attributes, or packages that truly require protection
v"Maintain full usability for non-protected model content
v'Reverse encryption selectively to adapt visibility over time

Fully visible Inner elements protected Fully encrypted element

blocks
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Key Capabilities: What makes this solution different to any other
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MULTI-PASSWORD /
MULTI-PROTECTED ZONES

Partition the same model into independent
encrypted areas, each secured with a
unique key for specific use criteria

BRUTE-FORCE & UNATHORIZED
ACCESS RESISTANCE
Active countermeasures

neutralize unauthorized actions
before they can succeed

ROLE, CONTRACT &
CONTEXT-BASED ACCESS

Visibility potentially linked to roles,
company, contract, security
classification, and export

AR S Q8

RICH METADATA &
VERSION TRACEABILITY
Every action is logged with who, what,

when, how — and under what security
scope — integrated with version control

Q

ATTRIBUTE-LEVEL, CONTROL
& VISUAL FILTERING

Encrypt elements like names, stereotypes,
tags, expressions, requirements, or values,
manage encrypted elements with visual filters.

o

REVERSIBLE ENCRYPTION

Full data recovery guaranteed when
authorized credentials are provided

Copyright © 2025 Boeing. All rights reserved.



Technical Architecture: Designed for Security, built for Integration
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« Core Engine: » Enterprise integration:
« AES-256 encryption running inside a secured » Works within secure IT infrastructure
microservice. « Compatible with Teamwork Cloud, Gitlab.
« Separation of Sensitive Data: » Scalability:
» Decryption metadata stored externally — unreachable from « Architecture ready for other tools such as Simulink.
the model. » Ready to scale to different MBSE environments without
redesign.

N
[ MBE/MBSE Tool  |BY ¥ }
W
4 )
[ AES-256 engine microservice a }

SECURE IT T B
INFRASTRUCTURE &

N 2/

T i RGN 202
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“Common model” model partitioning and obfuscation method for controlled collaboration
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Scenario:

* OEM - Full access to entire model

» Supplier 1 — Open model + Protected Zone A (exclusive access)
» Supplier 2 — Open model + Protected Zone B (exclusive access)

Key Outcomes:

« Each party sees exactly what they need—no more, no less
* Protected zones secured with unique keys

* OEM retains ultimate control and full audit trail

OEM-only

linked

v

OEM-obfuscated

/> “Common

del”
A oem 0T

. Jgg Supptier 1~ laa Supplier2

o iy WG
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User Workflow / Demo: From Definition to Encryption in Four Steps
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1. Companies definition

- - { Define company m | m | E,T_,c’; =] : Suop\y:ha.n Management Information 8 ; Sup?;y;!\::‘v‘\ctdanagemem Information
A. Define Context: Companies, | oetneconac i et company - o xF T B T T et
| Define user m; ame: md
contracts, and users—set the | o - — o e
. -crypt elemen &0
operational scope. prrr——s s
B v we i =S

=i UPwquourlumE
init: s Define C: - o X
2. Contracts definition * "=« |
E 2 O Contracts

1 De Contract Number: 1234 B Contracts 20 Sntracts
! efine company ; ﬂ =) i~ Contracts
{ Define contract o

C | Define user - - f ‘ 53]

' $ Encrypt element ;_; } B

1 De-crypt element J 80

I T [ )
=

Add Contract F

3. Users definition '
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i pany _ N 21 Define User ; 18 Users 7 users
Define contract | £ == B
o =) = -
Encrypt element UsertD: 0000 W @
De-crypt element r E
«
E Add User
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User Workflow / Demo: From Definition to Encryption in Four Steps - cont.
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B. Select Elements: Pick the exact
model elements or attributes to
protect.

4. Identify elements to protect
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5. Select them in the
containment tree
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-~ 44| Figure B.22 Consolidating Interfaces into the CA

--|g@ Figure B.24 Defining Fuel Flow Constraints

| Figure B.25 Detailed Internal Structure of Fuel D
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User Workflow / Demo: From Definition to Encryption in Four Steps - cont.
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6. User identification in the model 7. Initiate encryption configuration
E‘a Js:; Define company
A B UserlD = xx000xx Define contract
. Define user

Encrypt element
De-crypt element

B.
8. Encryption configuration (Select contract, scope and define password)
Encryption Conl'lgu.ra.lilo;'; B X W
r
User: 20000000 E

C. Configure Scope & Key: Assign
password, define visibility, and —
apply accCess I'UleS 8 Encrypt Name ) Encrypt Stereotypes [ Encrypt Tags (B Encrypt Tag Values () Encrypt E ons (L] Encrypt R (] Encrypt Constraints

D Scope: Selected and Owned Elements

Prefix (optional):

B pkaul A

Suffix (optional): |

0K ] Cancel

T sy WEEROEREI 202
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User Workflow / Demo: From Definition to Encryption in Four Steps - cont.
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9. Launch encryption 10. Visualize the encryption results

g Encrypting Elements... *

11. Check encryption summary

&3 Encryption Summary
[ <EncryptionSummary> <Password >BoeingPassword </Passw...
. . . [ Elements Encrypted: 75
D. Apply & Log: Encryption executed; | B naypt Name: true
i I~ Encrypt Stereotypes: false

metadata captured for full | [T EreetTag eles e

[ Encrypt Tag Values: false
b = I 't i~ O Encrypt Tags: false
tracea I I y- i I~ Password Hash: BoeingPassword
| - Prefix:

| 3 Scope: Selected and Owned Elements
L O Suffix:

T s RERRSTERG 2025
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Performance & Validation
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Measured encryption time vs number of elements

Measured Results
* Predictable scaling: encryption time grows linearly

40

with number of elements %
« Validated in MSoSA models under operational 30
conditions
« PoC in MATLAB/Simulink demonstrating cross- WZS
platform potential ig?O

Operational Impact

« Minimal disruption to engineering workflows
* Encryption and decryption times suitable for daily use 5
(~0.02 s/element)

0 200 400 600 800 1000 1200 1400
# Encrypted elements

T sy WEEROEREI 202
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Next steps: IP protection in MBSE Collaboration
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Long Term (9+ months)

* Multi-platform deployment

« Automation of access policy
enforcement

» Contribution to open standards
for secure model sharing

Mid Term (3—-9 months)

« Additional integration with
PLM and MBSE platforms,
including integration  with
Configuration Management
capabilities

« Alignment with NIST, ITAR,

ISO 27001

Enhanced key management

& access revocation

Short Term (0-3 months)

* Large-scale model
performance tests

 Optimization for very high
element counts

« Expand pilot programs with
industry partners

T i RGN 202
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Closing & Call to Action: IP protection in MBSE Collaborations
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Unidirectional Exchange of Technical Data Package (TDP) - Build to Model Ac h i evemen ts -

Unidirectional exchange of TDP from Ogn T . . .
ek Original Equipment Manufacturer (OEM) ¥ @ « Enabling higher Engagement Modes, 2, 3A and 3B Collaboration
istribution to supplier. Suppherfeedt?ackvnlbe. ? 4 ‘ : . .

ORGSRy NI N. oMl without losing IP control

 Precision encryption: role based, attribute level and reversible.
» Proven concept, ready for pilots and scale

Bi-directional Exchange of Technical Data Package (TDP) - Build to Requirements

Bi-directional exchange of TDP. Original Equipment .
Manufacturer (OEM) provides specification  ——— ‘ @
mode's. OEM and supplier import, review [ } J 3 B

&

and retun different versions of the TDP. ’ ]

= L. Extending the Digital Thread
Collaboration Based on Technical Data Package (TDP) 5 r ¢ 2 '. .
Co-development where Original Equipment ; asmbi ‘ I I @
o 54 i . =" [ TE]s L Y & X
of the Tl;;. ur:derconh:no: Configuration o ** 4 "? 28 ’ a/ m m
Management (CM). 2 BOEING . Suppliers Partnere Customers
. Collaboration Based on Production Lifecycle Management (PLM)

Vol o OP e 8 vt = Call for Action:
P erooed ey corgutan (| e - Seeking industry partners for pilot programs, scalability testing,
management is required.

++ * Input to standards: SysML V2

More synchronous, but IP » Share your alternative approaches

needs protection

?7 INTEROPERABILITY
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GLOBAL PRODUCT DATA
INTEROPERABILITY

SUMMIT 2025

Thank youl!

Sergio Maurencig Barrionuevo -
sergio.maurencig-barrionuevo@ capgemini.com
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“onnecting the Digital Enterprise

Copyright © 2025 Boeing. All Rights Reserved

Copyright © 2025 Elysium Inc. All Rights Reserved

Copyright © 2025 Northrop Grumman Corporation. All Rights Reserved
Copyright © 2025 Parker-Hannifin Corporation. All Rights Reserved
Copyright © 2025 PDES Inc. All Rights Reserved

Products, names, and company names are trademarks or registered trademarks of their respective owners.



	Slide 1: Closing the IP Protection gap in MBSE collaboration:  Granular encryption for secure and controlled model sharing
	Slide 2: Presenters Bio
	Slide 3: Agenda
	Slide 4
	Slide 5: Real-World Cases: The Cost of Overexposure and Overprotection
	Slide 6: The IP Exposure Problem: When sharing the model means sharing too much
	Slide 7: Digital Thread Context: Power and Vulnerability
	Slide 8: Our Approach: Encryption Where It Matters
	Slide 9: Key Capabilities: What makes this solution different to any other
	Slide 10: Technical Architecture: Designed for Security, built for Integration
	Slide 11: “Common model” model partitioning and obfuscation method for controlled collaboration
	Slide 12: User Workflow / Demo: From Definition to Encryption in Four Steps
	Slide 13: User Workflow / Demo: From Definition to Encryption in Four Steps - cont.
	Slide 14: User Workflow / Demo: From Definition to Encryption in Four Steps - cont.
	Slide 15: User Workflow / Demo: From Definition to Encryption in Four Steps - cont.
	Slide 16: Performance & Validation
	Slide 17: Next steps: IP protection in MBSE Collaboration
	Slide 18: Closing & Call to Action: IP protection in MBSE Collaborations
	Slide 19: Thank you!

